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Good morning. My nameisVaerie, and | will be your conference
fecilitator today. At thistime, | would like to welcome everyone to the
WiredSafety.org Conference Call. All lines have been placed on mute
to prevent any background noise. After the speskers remarks, there
will be a questionand-answer period. If you would liketo ask a
question during thistime, Smply press*1 on your telephone keypad. If
you would like to withdraw your question, press#. Thank you. Mr.
Wenderoff{ phonetic}, you may begin your conference.

Thank you. Good morning, and welcome to WiredSafety.org's
conference cal to discuss the results of astudy on cyberstalking.
Hodting the call will Parry Aftab, Executive Director of
WiredSafety.org, and aleading internet lawyer and online safety expert.

Her nameisspelled P-A-R-R-Y A-F-T-A-B. Joining her are Kelley,
anurse and mother of two, who was avictim of cyberstaking herself
before becoming Deputy Executive Director of WiredSafety.org; and
Gambler, who heads up WiredSafety.org's security efforts. Dueto the
sensitive nature of the subject and for security reasons, we can only
provide ther first names. Kelley’'snameis spelled K-E-L-L-E-Y, and
Gambler isG-A-M-B-L-E-R. If you have not received a copy of the
release, or if you'd like a copy of the study, please call Judy Lee at
(212) 515-1920. That's(212) 515-1920. Now, Parry, if you're
ready.

| an. Thank you very much. My nameis Parry Aftab and I’ ve just
been introduced. | donate my time, dong with the thousands and
thousands of other volunteers, in helping protect people on the internet.
Two things have come up that have caused a particular concern in the
area of cyberstaking and harassment. Cybergtaking harassment is not
when someone strying to lure achild into an offline meeting for sex;
cybergaking harassment deals with deeth threats. They may take your
head and put it on anaked body on aporn ste. They may offer you or
your children upinasex ad. They may attack you. There might be
identity theft, where they pretend to be you. They may reach out to
your boss or someone in your family or someone with whom you have a
relaionship saying horrible things about you. Sometimes you know
about it; sometimes you don’t. We have been working on cyberstalking
help since 1995, and we have been working on cases and taking them
one by one when they come in to us with specid help volunteers,
specidly trained, who act as an intermediary sometimes between the
victim and law enforcement and sometimes just helping the victim avoid
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problems and make it go away without having to get law enforcement
involved.

WE ve noticed some darming trends -- some are darming; some are
interesting -- and we thought that we should start getting the word out
to people who use the internet and people who can influence opinion on
teaching internet users how to avoid problems online, how to useit
safey, and what to do when things go wrong. We find that in the sudy
mogt of the victims, as we had previoudy known, are women, minors,
and senior citizens. In particular, people who are new to the internet --
who we, in internet terms call “newbies’ -- are at greatest risk. What
we did learn, though, is that dthough women are the greatest
percentage of victims between the 18-34 age group, that in some age
groups men are victimized more than women. We find that in minors,
predominantly because minors tend to be cyberstalked by other minors
and, frankly, boys are better at it than the girlsare so far. We'redso
finding that men are cyberdaked a dightly older ages, and we are
learning that the percentage of cyberstalkers who are women has
increased from 25% of the cases reported to usin 2001 to 40% of the
cases reported to usin 2002.

Because of the gtatistics we' ve gotten from the cases that have cometo
us, we decided to do amuch larger survey; and that survey will be done
in cooperation with the Univerdty of Southern Illinois and will be
conducted online, and it will be the largest survey ever conducted about
cyberstdking to date. That survey document will actudly be launched
on Monday and available at the WiredSafety.org Site. If any of you
have publicationsin your own webstes and you want to make the
survey available, thereisalink. We re happy to provide that
information to you, and wée Il give you information on cyberstaking
prevention as well.

The reason we' ve decided to release the survey this week as opposed
to next month when we hed origindly intended to release it is because
there has been an darming decision in the DC Didrict Court on acase
that some of you may be familiar with. 1t's the Recording Industry
Association of Americav. Verizon Thereisalaw cdled the Digitd
Millennium Copyright Act (the “DMCA”) that was designed and
drafted in 1998 to dea with copyright infringements, and some of you
may actually have had to use it to protect your own work. When
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someone infringes on it, you can do what’s caled aNotice ad
Takedown by notifying the ISP where the webste is housed, saying,
“Someon€e s infringing on my copyright. Please take down that Ste until
al of thisisresolved.” The ISPs can then look at the Ste and determine
if it' sa credible complaint and, if so, they take it down until it's
resolved. There's an expedited subpoena processthat’s called the
512H Subpoenathat alows the person who claims to have a copyright
to notify in essence the web hosting company, saying, “1 need to know
who's behind that dite, that Storage facility on the internet, so | know
who to sue” And by filling out aform at federal courthouse before a
clerk -- jud filling out aplain old form -- the derk will gamp it, and it
gets sent to the ISP that’ s hosting the website, and then they turn

around and say, “ These are the people who own the website” Well,
snce mogt webgte ownership information’s public anyway, thisis not
anything that’ s terribly frightening to any of us. Somebody’slooked &t it
and determined that there’ s an infringement -- that is Mickey Mouse on
the screen or that is Spongebob Square Pants or Britney Spears.

However, the Recording Industry Association of Americasent a
subpoenato most of the I1SPs, severa subpoenas, saying that, “People
areinfringing the music by using peer-to-peer process.” That'slike
Kazaa and Morpheus process, which actudly housesthe music that's
being loaded onto other computers on your own home computer. So
technicaly your computer becomes the storage facility, and because of
this loophole, they went to court and sought to subpoena information
about internet subscribers -- the users of the ISP. Who owns that
computer? Where do you live? What's your telephone number?
What's your name? Verizon for somereason | il cannot figure out
has fought the subpoena.

When we heard about the case at Wired Safety, we became very
concerned because this judge determined that an ISP isan ISPisan
ISP, and if they have to give you information about who ownsthe
website, they have to tdl you who the subscriber isif that computer is
located in your home. | became very concerned because the people
who are cyberstalked the most and are at greatest risk are women,
especidly battered women who have been harassed by former romantic
relaionships or imagined relationships, predators who are trying to find
where children live to meet them in red life, and others who need your
address and telephone number in order to be able to commit identity
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theft. We're dso particularly concerned because we work quite closely
with law enforcement. In fact, many of my volunteers are law
enforcement. One of my volunteers on the phone with usis amember
of law enforcement with the sheriff’ s office. { Tone interruption}
concerned that undercover operationswill be a risk if al somebody has
to do if they think there’ s an undercover operator in achild
pornography room or a sexua predator pedophile chat room isjust fill
out thisform and find out who's behind it.

So because of this, we thought it was important that we started to
elevate the attention to cyberstalking itself and harassment and teach
people how to surf safely, how to cyberdate as safely as possible, and
how to preserve their privacy online.

Now, Kélley, you are -- in addition to being our Deputy Executive
Director -- you are avictim of cyberstalking yoursdlf a least twice.

That's correct.
Can you share alittle bit about your Stuation?

Yes. Thefirst timel was cyberstalked was back in 1995 when | had
origindly gotten the internet to communicate with a good friend who
lived 3,000 milesaway and | started using a chat program to do so; and
we would have prearranged times and | got into visiting agenerd chat
channd where if someone was paying me alot of attention and asking
very basic questions about the difference in our cultures and such, |
didn’t think much of it until the next time | logged on when that person
appeared -- immediatdly as soon as | logged on -- and started
messaging me. | tried ignoring, | tried being angry, dl of those things, to
get this person to disgppear and that didn’t happen. It continued for
three to four months with upwards of 50 to 100 emailsaday. And |
was absolutely terrified. | had no computer training whatsoever. The
local police had no ideawhat to do other than to tell meto turn my
computer off. | had no ideawhere this person lived -- if they were
across the world or across the street. | findly was able to do some
searching on my own and find some ass stance with our organization
and finding out that | had inadvertently, being anew computer user,
made my private information available to others who were allittle bit
more computer savvy in how to retrieveit. They asssted mein
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changing that information as well astracing the person to Turkey --
which eased my mind somein the fact that he wasn't across the street.
| was able to stop the stalking, and | continued on with the organization
to help other innocent people using the internet avoid this problem.

| was then cyberstalked again a couple of years back. While working
in the capacity of Wired Safety and asssting, we had had avery
dramatic increase in the number of cases comein and | was asssting
our team in trying to get a handle on them and answer theminan
appropriate amount of time; and a person had emailed about a flame
war, which is basicaly an online argument, so | did the investigetive
work behind it and checked the site and notified this person that it redly
wasn't a cyberstalking stuation and how this person could end it -- not
redlizing that his person was disturbed and this transferred his atention
from this website to mysdlf, finding alot of information about me. And
the biggest fear -- it went on, like | said, for two years -- the biggest
fear was when he was able to access my persona website and pictures
of my family and was threatening to take pictures of my daughter, who
was seven at the time, and post them into the pedophile use net postings
with my identifying information as to where | lived and such o that
pedophiles would have access to her, knowing where she lived aswell.
And that' swhen things findly came to ahead. He had dso been going
after Parry towards the end of this and we were, thank God, able to get
law enforcement to act on this because he was making desth thrests;
and, it turns out, he' s a very disturbed young man.

And Kéley, astrained as sheisin helping others, the first thing you
need to do isto ignore the cyberstalker because any attention inflames
them unless you have a persond relationship with them offline, and then
nothing you' re going to do is going to make a difference. But when
someone starts threatening your 7-year-old, announcing that they’re
going to tell everyone where you live and put your daughter’s picture up
there so they can find her, even the best-trained volunteers will start to
panic. This person was a 24-year-old from New Y ork, and when
police knocked on his door found him in Pokemon pgamas. This
person isnot stable. And these are the people that you're redly
worried about, and dl they haveto doisfill out aform in afederd
courthouse before aclerk. No lawsuit has to be commenced. No
proof of ID hasto be given. They can even use aP.O. box and they
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can find out exactly where shelives. Luckily, he hadn’t gotten closer
than just her down; but, in asmdl town, that's enough. Gambler?

Yes?

You, | know, work with the sheriff’ s office so you see the law
enforcement side of this, and you aso work our cases so you See some
pretty heinous cases. Could you tell me why you' re concerned about
anyone being able to get the persondly identifiable contact information
of anybody they want online?

There are severd reasons. Firg, it gives them a heads-up how they can
get into the person’s phone calls. They can sart calling the person at
home ingtead of email. They canimmediately take it offline and they
can have the home address and start mailing things to them -- mailing
letters, mailing packages -- or show up a their house if they' re within
reasonable distance.

Another one that concerns me aso is the fact that if law enforcement
needed the same information, there are more steps we haveto go
through before an ISP will rdeaseit to us. Anindividua can go up, lie
to aclerk, and get the subpoenaright away. It takes law enforcement
sometimes up to two weeks to get the same information.

Now does law enforcement have to go to ajudge to get the subpoena?
Either ajudge or adidrict attorney or a stat€' s atorney.

All right. So it's something that requires a Grand Jury in many cases,
and typically ajudge to determine whether or not you' re going to get
the subpoenato find out who's behind it?

Correct.

And to do that, you have to have reasonable cause to believe that a
crime has been committed?

Correct.
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So thisredly gives any predator who wantsto aleg up over law
enforcement aswell. Gam, | know you' ve worked alot of cases and
you've seen some deadly things. The two cases| recdl the most are
one where alittle girl wrote “hello” on aneighbor’s sdewak and he
became angry enough that he went onto the internet to child molester
chats, posing asthe little girl who was then nine, and said that she was
having sex with her daddy and she wanted to have sex with other men
like her daddy, and this was where she lived and her telephone number.

So when her parents started getting phone cdls a 3:00 in the morning
and drive-byslooking for their daughter, they had no idea what was
going on. Luckily, one of the people who was caling explained that he
was just cdling in connection with thisad. That person was fined $750
and nothing else happened. Another case was the casein Cdlifornia
where awoman's address was posted in an S& M chat room saying
that she was interested in gang S&M sex, and her address was given
out, and people showed up at her front door. So that what people
think in terms of “ sticks and stones may break my bones, but words will
never hurt me” we' re talking about giving out persond information on
people who may not like you because you are the wrong color or the
wrong racid background or the wrong gender or you said the wrong
thing. They may attack you because you're a cancer survivor. They
may try to find you because you're achild. There are amillion reasons
that people who are out there who are disturbed would try to get to
you, and the last thing you want to do is makeit easer. Could you
share a case with us, Gam, other than the ones | just talked about?
One paticularly that darms you?

Onethat particularly darmed mewas | caught someone hacking. They
were hacking alaw enforcement agency near me. | turned them in, got
them arrested. While they werein jail, they had traced back to my
phone when | was cdling in, and they caled my house fromjail to
threaten my life. | turned around and called the jail right back and said,
“Y our phones are recorded. | know that. Play that back.” They did.

That' sthe last thing alaw enforcement worker would want isto have
anybody know where he lives, especidly in ajalhouse. So this could
be very frightening.

That was an extreme case. We have them every day where people just
gart hacking someone to get more information. They'retrying to do an
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identity theft. They’ll try to get into their computer to see what their
nameis, wha ther socid security number isand dl that information.
Widll, with this DCMA, al they have to do isfill out some paperwork at
the clerk’ s office and send it in and they don’t have to hack at dl.

We don't need high level hackers any more to get into our computers;
we' ve got somebody who can get it through alaw.

Exactly.

| think we are ready for questions, if anyone hasany. |I'm happy to
answer any questions. In just amoment, we' |l have the operator come
inand tell you how to doit. But one of the things we suggest isjust for
people to Google themselves. Kids understand what that means and,
yes, you can print it without being censored. Googling yoursdf isgoing
to Google or any of the other search engines and typing your full name
in quotes and seeing if you gppear online. Typein your children’s
names or people you care about, and sometimes even the people you
don't likeat dl, you'rejust curious where they are. Put in your
telephone number in quotes and your address in quotes, and seeiif
you're ligted online. That's sometimes the first way of finding out
whether someone has stolen the identity or whether you' re the victim of
cybergaking and you're just the last to learn about it. So, if the
operator’ s ill on, maybe she can tell us how we can hear some
guestions and answer them.

If you would like to ask aquestion at thistime, please press* 1 on your
telephone keypad. We ll pause for just amoment to compile the Q& A
roster.

Thereisadditiond information at WiredSafety.org. We' rethe world's
largest internet safety and help group. We're al unpaid volunteers.

We' re a501(c)(3), and we run three mgjor sites in addition to Wired
Safety: Wired Patrol that deals with our net patrol, our cyberstalking
team that defends people online; our child exploitation team that finds
and reports child pornography sites and child molesters online and helps
people when things go wrong in packing{ phonetic}. We have our
Wired Kids which teaches children and their parents and teachersdl
about internet safety. And we have our Cyber Law Enforcement
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divison which has our law enforcement volunteers that both train and
asss law enforcement on the ground in cyber investigations.

And the survey isup, Parry, just to let you know.

Oh, thank you very much. Soif you go to WiredSafety.org or
WiredPatrol .org, you will see abanner that talks about cyberdating and
cybergaking and, if you click on it, it will give you the actud numbers
of our study and information about safety tips and what you can do to
avoid it, aswdl as cyberdating and how you can do it as safely as

possible.

Y our firgt question comes from Drew Clark of “Nationa Journd.”

Y eah, with “Nationd Journa Technology Daily.” Two questions,
Parry. Thefirg, did you say that you were surprised that Verizon
fought the subpoena? Could you eaborate on that? Were you being
sarcastic?

No, | was serious. | mean, dl of the other 1SPs had just caved and
given away theinformation of their accountholders. 1 do not seeared
reason for Verizon spending the amount of money they arein the fight
on fighting this other than the fact that they think it' sright. And, you
know, I’'m achild of the ‘60s. | don’t see corporations spending alot
of money on what they think isright terribly often, so I’'m ddighted in
this case.

Uh-huh.

They fought it, and it's costing them -- and I’'m hurting them I’'m sure on
alot of different fronts-- but they re taking a stand to protect the
privacy of their own subscribers. | intend frankly, when thisis over, to
move my account over to Verizon, because if they’re going to protect
my privacy, | want to give them my business.

Uh-huh. Could you talk about the Justice Department’ s decision to
weigh in on the Recording Industry’ s side? Could you just talk -- you
and Gambler; and, by the way, isthat your red firs name?
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No, Gambler’s his code name. He sthe head of our security. Kdley
uses her red first name because she does mediafor us. Gambler
normaly doesn't. Thisisaspecid exception, and Gambler ishis screen
name; it’s his security name.

And is Gambler alaw enforcement officer?

Yes. Heworkswith the sheriff’s office. We can't tell you where.
A sheiff’sofficein some locale.

In the United States.

So could you tak about the Justice Department’ s decision to side with
the Recording Industry here and whether you or Gambler or other
people in the law enforcement community have had taks with the
Justice Department to try to get them to see your sde of the sory?

Yes, | can answer that. | actualy met with people within the juvenile
judtice area of the DOJ last week, with whom | ded with on aregular
bass. When we' re dedling with children and sexud predators and child
pornography, it comes out of that group. They had actualy not even
known about this case. They hadn’'t had a chance to weighinon
protecting children at al. So I’'m concerned that DOJ s decision to
weigh in and to weigh in in support of the Recording Industry
Asociaion of Americais done without the full input of the other areas
of DOJwhere they understand the significance of serious security and
privecy Sgnificance of thisruling. | think that the Recording Industry
Association of America has done agood job on trying to paint the
picture, but | don’t think they painted theright picture. They'vesadit's
al about copyright; but it’s not about piracy here. | mean, | can protect
the copyright holders very wdl. I'm an internet privecy lawyer and,
frankly, | represent many members of the entertainment industry. You
can protect them without putting people a serious risk, and that’ s just
by telling them to go to a court and file a John Doe lawsuit and then they
can get a subpoenathe way anybody dse can. Andif it's abused, we
have legd processto ded with; as opposed to somebody just walking
into acourt clerk’s office. So | am hoping that the Department of
Justice understands and listens to the other departments that recognize
the serious risk that dl internet users are put under under thisruling if it's
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reed that way. It'snot ameatter of filling out the DMCA; it'samatter of
hopefully overruling this particular judge who | think misread it and tried
to apply atechnology that came out in 2000-01 to alaw that was
written in 1998. Peer-to-peer did not exist when the DMCA came out,
and | believe, having reviewed the law and the legidaive higory, that it
never ever would have been used under this ex parte subpoena that
doesn't even require alawsuit to commence it.

Okay, thanks.

So hopefully this press conference and our study will help bring thisto
DOJ s atention. | know there are many, many other groups that ded
with internet safety, especidly battered women, who are particularly
concerned about this; and | just think it's a matter of oversight.

Y our next question comes from Brooks Boladic{ phonetic} of
Hollywood Reporter.

Areyou there?
I’m here.

Yeah, it sBalic. I'vebeen out of town. When did Batesrule? | don’t
think he'sruled yet. | think the case is dtill before Bates, he just had
another hearing on it two weeks ago.

Wi, the hearing ison the stay. He has dready ruled that Verizon
should turn it over. The only issue before him now iswhether his
decision on them should be stayed. --

Oh, yeah, to stay on further appedl.

-- subpoenais stayed or not.

Okay. Has anybody -- any stalker -- ever used a DMCA subpoena?
To my knowledge, not yet, because no one hastried to use the 512H
subpoena ex parte until the Recording Industry Association of America

just did. No one'sever doneit before. It's never used in a peer-to-
peer Stuation until very recently. But you know my concern -- and
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when we came out on thismedia-- | had a concern because | knew
once | came out to try to fight thisthat | may be educating peoplewho |
don’'t want to know about this loophole, that it exists. But hopefully if
this decison is upheld, someone on Capitol Hill will look at thisand
recognize that thisis not an gpplication that was ever intended and
somebody’ll fix it. Asl’veindicated, we can protect pirecy very, very
strongly without risking privacy.

Yeah. The copyright companies have adifferent view, of course.

Asan internet lawyer, I’ ve represented many companies on copyright
ISSues.

And | have another question that’ s dightly technicd. Who backs your
group?

WEe re nonprofit. We're a501(c)(3). We're backed by the public.
Where do you get your money?

Mogt of the funding ismine. AOL isa contributor. NEC Foundation is
acontributor. Disney isa contributor. We have only had $100,000
worth of contributions.

Okay.

WEe ve gotten some from a private citizens group on our September 11
work, but we do not have money from Verizon.

Okay.

And dl of our volunteers are unpaid, which dlows usto operate on a
small budget.

Y our next question comes from Patrick Ross of Washington Internet.

Yes, it's Washington Internet Daily. | wanted to ask you, you
mentioned that you were cautious about going forward with this
because you don’t want to give people the wrong idea; but it seems that
you could also be educating these court clerks that maybe they
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shouldn’t just Sign off on any Joe that walks in off the street. If you're
an attorney for arecord company, there sgoing to be acertain
expectation that this person has probably not participated in
cybergtdking; but if | were just to go in there and make some bad
clam, | would think that there might be some regtraint.

You know, | lovethat idea. I'm not sure that legdly the court clerks
have the ability to decide which subpoena they’ re going to stamp and
which onesthey don't. The only choicethey haveis, isthe application
complete or not? But | think that’s wonderful and, hopefully, some
court clerks out there are listening.

Wi, let me ask you afurther question then because I'm not an
attorney. If I'man ISP and | get one of these 512H’ sthat frankly does
not look like it's from arecord company, but | can’t even tell who this
person isor why they're asking for it, is there any kind of mechaniamin
the DMCA that would dlow the ISP to raise aflat?

No, thereisn't. And the only thing that can be done is what Verizon did
here, isjust say, “Y ou know, I'm not gonna comply with this subpoena
and move to quash,” and that means Verizon, in this case, had to bring
thefirst lawsuit on thiscase. So there s no discretion on the part of the
ISPs. If there was discretion on the part of the ISPs or the court clerks,
| would fed more comfortable; but thereisn’'t any, and | don’'t know
that that’ s redlly something that would work.

Have you been talking to Verizon a al? Y ou mentioned you' ve been
talking to some people in the Justice Department.

Right. | talked to Verizon -- actudly, I’'m on the Board of Trustees --
and when this issue arose and the board was looking at this issue and
the privacy implications, | asked for someone to reach out to Verizon. |
made a phone call to Verizon and looked into this and told them that |
was very concerned. Frankly, | think they were surprised that a
nonprofit group would become active. And we're not apaliticaly
active group. We stay out of palitics; we just protect people and we
protect them dl over theworld. Thisisthefirg time we ve taken a
position that could be seen as palitical or alegd postion, andit's
something that we fed we have no choice but to take.
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Right.

Because thisis a serious, seriousissue. | cannot teach people how to
protect their privacy online when they’re doing everything right and
some bad guy out there goes into a court clerk’s desk and fills out a
form and can find out who they are anyway. | don't know how to
protect people from that.

Okay. Thank you.
There are no further questions at thistime,

All right. Now let me give you my email address. | haveno life. I'm
online mogt of thetime. My email {tone interruption} ismy name oit's
Parry, P like Peter, A-R-R-Y at Aftab, A, Flike Frank, T like Tom, A,
B like boy, dot com (parry@aftab.com). Y ou can send me an emall.

Y ou can go to Wired Safety -- WiredSafety.org is the umbrella page.

Y ou can send an email to me there; | read al of my own emails. You
can reach out to Gambler at Gambler@WiredSafety.org or Kelley, K-
E-L-L-E-Y, Keley@WiredSafety.org. And we' re happy to answer
your questions. If there are individud interviews you want to do or
something else you want to follow up on, let usknow. If you want to
see the sudy that you can publish, you can use these things at your Site,
we' re happy to help in any way. We are not biased againgt the
recording indudtry. I’'m very active within the recording industry asa
lawyer, and that’swhy | think that if people are being smart, we can
come up with a solution that doesn’t put people at risk but aso protects
copyright owners, because we don't condone crimina activity by
anybody even people who are infringing copyright. So come to our Site
and wée'll give you moreinformation. Send usan email. We re happy
to talk to you by phone or otherwise. And let’s help spread the word
and keep people safe. Thank you very much.




